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Purpose

Community Legal WA (CLWA) recognises that artificial intelligence (Al), including generative Al tools, can
offer opportunities to support efficiency, innovation and learning. At the same time, Al presents
significant ethical, legal, privacy, security and social justice risks that must be carefully managed.

The purpose of this Policy is to establish a clear, values-led framework for the responsible use of Al at
CLWA. This Policy seeks to:
e ensure Al use aligns with CLWA's purpose, values and commitment to justice, equity and
community wellbeing,
e protect confidentiality, privacy and trust, particularly in relation to lived experience information
e ensure human accountability and oversight in all Al-assisted work, and
e support staff to use Al thoughtfully, safely and transparently.

Scope

This Policy applies to all CLWA workers, including employees, volunteers, contractors, consultants and
Board members.

This Policy applies to all uses of Al tools undertaken in the course of CLWA work, including but not limited
to:

e using free or paid tools,

e those accessed via CLWA systems or personal devices, or

e used in office-based, remote or flexible working arrangements.

Failure to comply with this Policy may result in disciplinary action, up to and including termination of
employment or engagement.

Relationship to other policies

This Policy must be read in conjunction with CLWA'’s:
» Confidentiality, Data and Cybersecurity Policy
» Privacy Policy
» Code of Conduct

Where there is any inconsistency, the Confidentiality, Data and Cybersecurity Policy and Privacy Policy
take precedence.
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Definitions

‘Artificial Intelligence (Al)" - Technologies that perform tasks that typically require human intelligence,
including learning, reasoning, pattern recognition and language generation.

‘Generative Al' - Al systems that generate new content such as text, images, audio, video or code (for
example, large language models).

‘Public Al Tools’ - Consumer or publicly available Al tools where CLWA has no control over data storage,
training or reuse.

‘Lived Experience information’ - Information shared by individuals or communities based on their
personal experience of legal, social or systemic issues, including consultation inputs, stories, survey
responses or qualitative data. This information may be personal, sensitive, contextual or culturally
significant.

‘Personal information’ - is defined in section 6 of the Privacy Act 1988 (Cth) to mean information or an
opinion about an individual whose identity is apparent or can reasonably be ascertained from the
information or opinion.

‘Sensitive information’ - is defined in section 6 of the Privacy Act 1988 (Cth) and broadly means personal
information that includes information or an opinion about an individual's:

. racial or ethnic origin,

. political opinions or associations,

. religious or philosophical beliefs,

. trade union membership or associations,
. sexual orientation or practices,

. criminal record,

. health or genetic information, and

. some aspects of biometric information.

‘Confidential Information’ - As defined in the Confidentiality, Data and Cybersecurity Policy.

Guiding Principles for Al Use at CLWA

1. Human, Social and Environmental Wellbeing
Al must be used in ways that align with CLWA's values and commitment to justice, equity and community

wellbeing.

Workers should always ask, ‘Is Al the right tool for this task?’ In some cases, traditional tools or human-led
approaches may be safer, more effective or more appropriate.

Al use must not undermine:
» trust placed in CLWA by communities and stakeholders;
» cultural integrity or self-determination; or
» CLWA's legal, ethical or organisational obligations.

Workers should also be mindful of the environmental impacts of Al and avoid frivolous or excessive use.

2. Privacy, Confidentiality, Security and Safety
Al use must comply fully with CLWA’s Confidentiality, Data and Cybersecurity Policy.

If information would not be appropriate to publish on CLWA's website, it must not be entered into a public
Al tool. If workers are unsure, they should speak to their line manager.
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In particular, workers must:

» Treat public Al tools as unsecure environments and assume that anything entered into a public
Al tool could become public, and

» Use work email accounts and strong, unique passwords where logins are required.

Workers must not:

» Enter personal, sensitive or confidential information into public Al tools,

» Enter Lived Experience information into public Al tools, even if de-identified, unless it is already
genuinely public and its use aligns with consent and purpose,

» Rely on Al tools for storing CLWA information,

» Click Al-generated links or downloading Al-generated files without verification, and

» Prompt Al tools with sensitive URLs or internal systems unless using an Al tool with enterprise
data protection that has been explicitly approved for use by your line manager.

Al-powered meeting recording, transcription or summarisation tools can support accurate records and
improve accessibility. Their use in CLWA-hosted meetings must be transparent and agreed to by
participants. These tools may only be used where the meeting facilitator has explicitly approved their
use, and all meeting participants have been informed and given the opportunity to decline and exit the
meeting. Meeting facilitators must remove any unauthorised meeting bots from the meeting before
agenda items are discussed.

3. Fairness, Bias and Social Justice

Generative Al systems are trained on large datasets that may be incomplete, biased or reflect structural
inequities.

Al outputs may reproduce or amplify bias, particularly affecting groups including women, First Nations
peoples, people with disability, LGBTIQ+ communities and culturally and linguistically diverse
communities.

Workers must apply a critical lens to Al outputs and take professional responsibility for identifying and
mitigating bias. Al outputs must never be relied upon without human judgement and contextual
understanding.

4. Transparency, Accountability and Human Oversight
Al tools must not be the final decision-maker in any CLWA work.
All Al-assisted content that is used by a CLWA worker must be:
» reviewed by the worker;
» able to be explained and justified; and

» approved through normal managerial and governance processes, including disclosure of Al use
to line managers.

Workers remain fully accountable for their work, including where Al tools have been used.

Workers must be able to explain how Al was used in completing a task and should be open about their
use of Alin their work.
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Permitted, Restricted and Prohibited Uses

Permitted Uses

In accordance with the above guiding principles, Al tools may be used to assist with low-risk tasks such
as:

generating first-pass drafts or templates.

summarising publicly available information.

brainstorming ideas.

editing, formatting or improving clarity of text.

identifying and analysing publicly available or non-sensitive datasets.

drafting or refining social media posts, newsletter copy or other communications, provided they
do not include sensitive, personal, confidential or lived experience information and are reviewed
by a human before publication.

YVVYVYVVYYVY

All outputs must be reviewed and validated by a human before use.
Restricted Uses

The following uses require caution and additional approval:

drafting official statements, media responses, or crisis communications.
drafting materials informed by lived experience.

analysing consultation data.

use of paid or integrated Al tools.

use of Al in research or policy development involving sensitive subject matter.

VVVYVYYY

Line manager approval must be obtained, and confidentiality obligations apply.
Prohibited Uses

Al must not be used for:

entering or processing personal, sensitive, confidential information in public Al tools.
final decision-making without human review.

replacing human judgement in ethical, relational or community-facing work.

uses that conflict with CLWA's values, Code of Conduct or legal obligations.

VV VY

Tool Approval and Procurement

Employees must not use or sign-up for any Al tools without CEO approval. New Al tools, particularly paid
or integrated tools, must be approved through existing procurement, IT and governance processes.

Al tools must be assessed for compliance with CLWA policies, including but not limited to:
data handling and storage practices,

training and reuse of data,

security controls, and

alignment with CLWA's values and risk appetite.

YV V VY

Incident Reporting

Any suspected breach, misuse or unintended disclosure involving Al tools must be reported immediately
in accordance with the Confidentiality, Data and Cybersecurity Policy.
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Training and Capability Building

CLWA will support workers to build capability in responsible Al use through guidance, training and shared
learning.

Workers are required to remain informed about this Policy and participate in relevant training.

Monitoring and Review

CLWA reserves the right to vary, replace or terminate this Policy from time to time.

This Policy will be reviewed every 12 months or as required by changes in technology, legislation or
organisational practice. Amendments require approval by the Board.

Related Documents

» Confidentiality, Data and Cybersecurity Policy
» Privacy Policy
» Code of Conduct

Resources

Verifying Al generated links: ChatGPT generated links | OpenAl Help Center
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https://help.openai.com/en/articles/10984597-chatgpt-generated-links

